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One credit course need analysis sheet

Name of the Course

Basics of Application Security

Name of the Industry

Honeywell Technology Solutions,
Bangalore

e

Name of the SIG associated with

Networks and Security

o

Motivation for offering the course

Digital infrastructures and
information networks have become
central to any business activity. The
information residing on these
computers, networks and in cloud
are an essential asset and due care
should be taken for its security. The
impact of any loss of this asset or
any downtime of the infrastructure
is quite high with the proliferation
of easy-to-use tools and open how-
to-discussions, the number of people
aiming to hack in to or bring down
the network is high, both in this
country and abroad. Hence, there is
a need for awareness on security
measures and secure programming.

4.1

Feedback

(If yes, Details of the feedback as per the annexure I)

From Recruiter

From Employer

From Alumni

From Academic Council members

From Board of Studies members

From Senior students

From current students

From Performance Assessment
Committee

From Department Advisory
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committee |
4.2 | Faculty participation in Seminar/F DP (If yes, details) No
At higher learning institutes
At Industry
5. | Outcomes expected
Technology transfer e Understand the concepts of
Information and Application
Security.

o Apply the secure coding
principles while developing real
time applications.

e Analyze different types of
attacks on web applications.

Student Internship

Placement

Organizing FDP/seminar at TCE
Collaborative
research/consultancy projects
Faculty as Trainee/Trainer in the
Industry

Joint publications

Setting up of Lab/Infrastructure

Staff Coordin HDCSE
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Attendance sheet for the one/two credit
Name of the Course: Basics of Application Security
Name of the Industry: Honeywell Technology Solutions, Bangalore
Name of the Expert: Mr. N.Ravi and P.Prasanth
Number of Students enrolled: 67
Name of the Faculty: Dr. M. Vijayalakshmi
Date/Time/Venue: 15t and 16t of September 2018 / 9 to 4 / CSE Seminar Hall
S.No | Reg.No Name Department Signature
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Course Instructor Feedback for One /Two credit course

Name of the Course: Basics of Application Security

Name of the Industry: Honeywell Technology Solutions, Bangalore

Name of the Expert: Mr. N -Ravi, Sr. Cyber Security Analyst and P.Prashanth
Date/Time/Venue: 15/09/2018 to 16/09/2018 / 09:00 to 04:30 / CSE Seminar Hall

Comments
Student attendance ALmosT ALt ASTENDED
tf::f;r:iatﬁziit; fﬁ;‘ s STUOEN‘T_S Weee Veey INTERACTIVE
concepts Tre BY ALLinvG QuesTiong

Any suggestions
regarding new content to NIL
be included as

/| Prerequisites/Special
electives

Hall/Lab arrangements | S1nrre Vg ry CURPORTIYE

Hospitality VERY Apep HosPlT&M\’Iy hiven
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Signature of the Course Instructor

<ot og

Signature of Head of the Department
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Course Schedule

Name of the Course: Basics of Application Security

Name of the Industry: Honeywell Technology Solutions, Bangalore

Name of the Expert:N.Ravi, Sr.Cyber Security Analyst and P.Prashanth,
Number of Students enrolled: 67

Name of the Faculty: Dr. M.Vijayalakshmi

Date/Time/Venue: 15/09/2018,16/09/2018/09:00 to 4:30/CSE Seminar Hall

Date | Time Topics Remarks
Dayl | 09:00 Introduction to Web Architecture,
Common Protocols (SSL/HTTP), SON f P;ﬁ
Cryptography, CIA, Authentication & oveR €
Authorization i PPT
e 11:00 Secure SDLC , Web App Threats, Decween
Vulnerabilities and Attacks \n PP°T
2:00 Web Application Security 3
03:00 OWASP Top 10 Shown
Day2 | 09:00 Demo of common web application Poc wos
attacks Shown
11:00 Secure Coding Con e &
2:00 Vulnerable codes
3:00 Host Security, Database Security € recuyed
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Signature of the Expert Slgnature of culty coordinator



